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HSE arranged an open meeting in May 1991, chaired 
by Hugh Harris, Associate Director of the Bank of 
England, which concluded there was a need for 
specific guidance for banks and building societies 
because of the potential threat of violence to staff 
worldng in them. 

A working group of representatives ofboth employers 
and trade unions from the financial sector, police and 
victim support services was set up and chaired by 
HSE to produce this guidance. The organisations 
represented are listed in Appendix 3. 

All members of the working group fully endorse this 
guidance. It will enable financial organisations to 
share information and good practical advice so that 
they can continue to ensure that they have relevant 
and sound policies on training, security measures and 
staff welfare to guard their staff and customers against 
violence. It will also help them to offer post-robbery 
support following any incident which might occur. 
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Wherever there is money there is a risk of robbery. 

Some of the costs of armed robbery are obvious, for example cash losses and 
damage to property. Others are much less so, but can be equally damaging for 
any service organisation reliant on the quality and performance of its staff. 

Employers have a legal duty to protect, so far as is reasonably practicable, the 
health and safety of their employees and any members of the public affected by 
their work activity. The duty to employees includes the need to deal with the risk 
of violence at work from criminals. 

Staff who experience a robbery can have a complex range of reactions which may 
affect not only their performance and morale at work, but also their home life and 
personal relationships. Their feelings about their employers, their branch and 
their joh can all be seriously affected. Those who are traumatised may be 
disillusioned if they feel their problems are not taken seriously, or if their 
employer gives them inadequate support. Some may look for transfers to other 
jobs or even want to leave altogether. 

This need not happen. The risk of robbery can be managed like any other business 
risk, through clear policies, procedures and accountabilities. Organisations 
benefit from recognising the risk and the range of precautions necessary to 
combat it. 

This guidance outlines the integrated approach across the organisation necessary 
to tackle the issues, explains how the different elements of that approach 
interrelate, and suggests options for dealing with specific tasks. 

Although it deals mainly with armed robbery and attempted armed robbery, 
much of the guidance, particularly the psychological reactions described and the 
preventive steps that can be taken by employers, apply equally to other related 
types of crime such as burglary and hostage-taking. 
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Who should use the guidance? 

This guidance is designed for all banks and building societies, of whatever size. 
It is aimed both at policy makers and managers and recognises that, particularly 
in large organisations with extensive local networks, policy decisionsion certain 
aspects of local operation are taken regionally or even centrally. However, it 
also addresses some issues over which line management and local management 
and staff will have control. 



How to use the guidance 

HSE guidance is not mandatory, nor does it have the legal significance of 
regulations or Approved Codes of Practice. Nevertheless, employers are advised 
to study and follow it whenever it is sensible to do so. It is an indication of how 
HSE expects responsible employers to comply with their legal duties, and ofwhat 
migh t be considered ‘reasonably practicable’ (see paragraphs 1 2 to 17). 
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Prevention of violence to staff in banks and building societies 



INTRODUCTION 



Executive summary 



Robbery endangers staff and customers and impacts on profits. Protecting staff and 
customers from violent crime is both a sensible commercial objective as well as a 
statutory obligation under the Health and Safety at Work etc Act 1974. Paragraphs 
12 to 17 address the legal issues. 

Top management should establish an effective strategy to protect employees and 
customers and determine a clear accountability. It is not just a personnel or a 
security problem. A range of different disciplines will need to be involved, 
together with outside agencies, to devise and maintain optimum strategies for 
preventing and responding to robberies. 

An integrated policy is required to specify the responsibilities of all 
departments and agencies involved such as security, personnel training, 
premises, branch management, counsellors and the police. The policy should 
cover the prevention, response and management information systems necessary 
to monitor the effectiveness of the policy itself. Figure 1 shows the nature and 
scope of an integrated policy, in diagram form. 



The key elements to the policy are: 

• A risk management process to prevent robbery, involving security 
specialists in the design and operation of branch protection appropriate to 
the style of business and location (see paragraphs 95 to 101 ). 

• An education and training programme to establish awareness of security 
procedures and the availability of support following a robbery. Those 
providing post-robbery support, whether local management or staff 
counsellors, should also be trained (see paragraphs 83 to 93). 

• A post-robbery support system which is timely, recognises that reactions of 
those involved can vary from minor shock to severe trauma, and seeks to 
minimise the problems faced; support should include sensitive debriefing 
and personal counselling where necessary (see paragraphs 33 to 49). 

• A predefined public relations strategy which minimises intrusion into the 
privacy of staff and protects the integrity of the security procedures (see 
paragraphs 72 to 78). 



A range of visitors will need access to local branches, and local authority 
inspectors have powers to require access. Paragraphs 27 to 3 1 suggest how access 
can be arranged without risking security. 
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PUBLIC RELATIONS AND 
MEDIA POLICY 
(paragraphs 72 to 78) 

Key issues: 

Devising a policy which the whole 
organisation knows and understands 
Minimising publicity which hurts 
staff or damages the integrity of 
security systems 



WHAT THE LAW REQUIRES 
(paragraphs 12 to 17) 

Key issue: 

Employers have a legal duty to 
protect their staff from foreseeable 
violence at work 



POLICE LIAISON AND 
COURT PROCEDURES 
(paragraphs 50 to 71) 

Key issues: 

Action to take in the event of a 
robbery 

Briefing staff on what to expect 
if they are called as witnesses 
Crime prevention liaison 




INTEGRATED POLICY 
Authority to manage policy 
across all relevant 
departments 




SECURITY POLICY 
(paragraphs 18 to 32) 

Key issues: 

The importance of confidentiality 
Matching preventive measures to 
risks 



SUPPORT FOR STAFF AFTER 
A ROBBERY (paragraphs 33 to 49) 
Key issues: 

Recognising trauma and its effects 
Choosing the most effective 
support for your organisation 



COMMUNICATION 
(paragraphs 79 to 82) 



MONITORING AND 
EVALUATION 
(paragraphs 95 to 101) 



EDUCATION AND TRAINING 
(paragraphs 83 to 94) 



Figure 1 The nature and scope of an integrated policy 



Organisations will benefit from close liaison with the police on the development of 
internal policies and procedures. Understanding of the police approach will aid 
prevention and successful detection. It is also necessary to train staff in what to 
expect when the police arrive at a branch and during enquiries and, should the 
need arise, court proceedings (see paragraphs 50 to 68). 
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The need for an 
integrated policy 



7 



AN INTEGRATED POLICY 

Effective policies for preventing robberies and minimising their after-effects 
depend on a wide range of staff from different disciplines. A co-ordinated 
approach will determine not only the effectiveness of any preventive strategies, but 
also the level of trauma and speed of recovery of any staff involved in an incident. 
For each department to understand its role, organisations will need to develop an 
integrated policy for dealing with robberies. 



8 The policy must recognise and take into account the role of those outside the 
organisation, for example the police and the media. It should be reviewed on a 
regular basis to take account of experiences gained and changing circumstances. 
Keeping the policy current will ensure that its value is retained and enhanced. The 
policy should be endorsed at the appropriate executive management committee. 



9 Figure 1 illustrates the main components in an integrated policy. The exact number 
and type of departments involved will depend on the size and complexity of the 
organisation. 



Authority and 
accountability 



10 If an integrated policy is to work effectively, there should be effective 

co-ordination between all the relevant departments, such as personnel, training, 
security and audit. For this reason, financial institutions will want to consider 
appointing one individual to have overall responsibility for developing the 
integrated policy, ensuring it is implemented, and thereafter overseeing it. This 
individual will need to have authority across all the departments concerned. 



Common issues 



11 The need to communicate, educate and train, monitor and evaluate underpins most, 
if not all, of the other elements in the integrated policy. For this reason they are 
dealt with separately. 
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WHAT THE LAW REQUIRES 

The Health and Safety at Work etc Act 1974 (HSW Act) puts broad general duties 
on employers and others to protect the health and safety of staff. In particular, 
section 2 of the HSW Act gives employers a duty to safeguard, so far as is 
reasonably practicable, the health, safety and welfare of those who work for them. 
(Employers owe similar duties to the public, although this guidance does not deal 
with this aspect of the law in any detail.) 



13 Employers also have a common law general duty of care towards their employees, 
which extends to the risk of violence at work. Section 2 of the HSW Act gives 
statutory force to this common law duty. A 1983 High Court case demonstrated 
that the risk of injury from violent criminals was likely to be within an employer’s 
obligations to provide a safe system of work and, in appropriate cases, a safe 
working place. 



Risk assessment 



14 The Management of Health and Safety at Work Regulations 1992 require 

employers to assess the risks to the health and safety of their employees and of 
anyone else who may be affected by the employer’s work activity. This is so that 
the necessary preventive and protective measures can be identified. Employers 
must also make arrangements for putting into practice the health and safety 
measures that follow from their risk assessment. These measures will have to 
cover planning, organisation, control, monitoring and review, in other words, the 
management of health and safety. The principles of risk assessment are described 
in Appendix 1 . 



Who enforces the law? 



IS Responsibility for enforcing the HSW Act is split between the Health and Safety 
Executive and local authorities. Local authority inspectors have responsibility for 
enforcing health and safety law in banks and building societies. 



16 Inspectors have a wide range of powers which include the right to enter workplaces 
without prior notice and carry out inspections and investigations. They can also 
serve notices which require remedial action within a specified period of time (an 
‘Improvement Notice’), or which prohibit activities that involve a risk of serious 
personal injury (a ‘Prohibition Notice’). Failure to comply with health and safety 
law can result in a criminal prosecution. 

17 Further advice and guidance on employers’ responsibilities under health and safety 
law is available from local authority environmental health departments. 
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SECURITY POLICY: MANAGING THE RISKS 


Policies, procedures 
and accountability 


18 To protect employees, security systems and procedures must be treated as highly 
confidential. They should only be communicated on a ‘need to know’ basis. 

19 Branch managers should have clear, well-documented policies and procedures for 
dealing with security issues, setting out who is accountable for each element. 
Policies should take account of the need to protect employees and might also cover 
personal security issues, such as the extent to which staff names are publicly 
available (for example, in branch car-parks, within branches, or on personal 
introduction cards). Policies and procedures should address: 

O identifying and assessing risks (see Appendix 1); 

9 opening and closing routines which must be adhered to. Early morning entry 
procedures should be designed to detect an overnight entry to the branch; 

® protecting premises, cash and other high-value items, including the control of keys 
to the branch, or for the cash-holding areas; 

9 using and maintaining specialised security equipment; 

• replenishing cash dispensers; 

• access for visitors (see paragraphs 27 to 31); 

9 action in the event of a robbery; 

• helping staff after a robbery (see paragraphs 33 to 49); 

• dealing with bomb threats/suspicious packages etc; 

• dealing with hostage threats (see paragraphs 69, 70 and 76); 

9 a sensitive policy on wearing name badges, involving consultation with employees 
involved. Where agreed to, it should generally be based on first or given names 
only or not include surnames; 

• liaising with the police and the courts (see paragraphs 50 to 7 1); 

• public relations and communication with the media (see paragraphs 72 to 78). 
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SECURITY POLICY: MANAGING THE RISKS 

20 Managers should communicate these policies and procedures regularly to their 
staff: 

• to ensure they are known and understood; 

• to reassure staff that the organisation has a planned, satisfactory response for 
potential incidents. 

Adhering to procedures can be the best line of defence, particularly if they are 
seen to be followed. 

21 Managers should also ensure their staff get the right training, both to protect 
themselves and their colleagues. Well-trained staff who appear alert and who 
recognise and challenge visitors, can in themselves act as a deterrent to potential 
criminals. (See paragraphs 83 to 94 on education and training of staff.) 



Choosing an 
appropriate security 
system 



22 Organisations with a network of branches should choose preventive measures to 
suit particular branches, based on the risks at each one: what is suitable for one 
branch may not be for another. The general principles of risk assessment are dealt 
with in Appendix 1 . 



23 Managers should monitor and evaluate security systems regularly to ensure they 
are still appropriate and effective (see paragraphs 95 to 101). This should be done 
in conjunction with experienced security staff. 



24 When siting, designing or re-designing branches, the security of employees, 
premises and value items should be a priority from the earliest possible stage. 
Organisations without in-house security expertise can get advice from outside 
consultants, local Police Crime Prevention Departments, and insurers. The level 
and design of security measures should take account of: 

# the pattern and type of business; 

• the way the building is used, for example, when it is staffed and when not; 

• the need for fire precautions and escape routes; 

# location, including: 

O geographical and social environment, and its position in relation to access 
and escape routes; 

O the crime rate, both locally and generally; and 

O the previous experience of other branches or financial institutions within the 
area. 
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SECURITY POLICY: MANAGING THE RISKS 

25 Organisations should consider the following preventive measures for protecting the 
outside and perimeter of branches: 



® Doors, whether for normal access/egress or for emergency exit only should 
be fitted with appropriate quality hinges, bolts and either manual or 
electronic locks. 

® Windows should be secured by adequate quality locks. Window bars only 
offer maximum additional protection if they are secured internally. 

® Lighting can provide additional security, particularly if the interior of the 
premises is visible from the street. 

® Signs advertising levels of security, such as ‘Cash under time delay’, 

‘Time delay locks in use’, may deter some criminals. 

® Intruder alarms to BSI standards to protect all or part of the premises. 
Out-of-hours monitoring of intruder alarms is important: some alarm 
systems link to a central station within the organisation or alarm company. 
Organisations can get advice on recognised companies and systems from 
the British Security Industry Association, the National Approval Council 
on Security Systems, local Crime Prevention Officers, the Association of 
Chief Police Officers, and from insurers who, in any event, ought to be 
consulted. 



26 The major target for criminal activity or attack inside the branch is the cash- 
handling area. Effective policies and procedures for cash management and control 
will be important in organisations where cash-handling is an integral part of the 
business. There are also a number of physical preventive measures which protect 
staff, and which should be used individually or in conjunction with other devices. 
The use of such measures should reflect closely the level of local risk. They 
include: 

® in new branches, or where the size of branch permits, siting the cash-handling area 
as far as possible from entries and exits; 

® barriers connected with the counter, such as: 

O anti-vault facilities; 

O security glazing. Organisations should make sure they know the resistant 
capabilities of any glass being used for counter protection; 

O staff-controlled rising screens; 
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SECURITY POLICY: MANAGIN G THE RISKS 

# cash-dispensing restrictions, for example; 

O time-delay locks; 

O teller-assisted dispensers; 

O cash-carrying air conveyors; 

O controlled access into cash and value handling areas; 

® cash transfer facilities such as scoops under fixed screens; 

# silent personal attack alarms and panic buttons, particularly in enclosed interview 
rooms; 

# where possible, interview rooms should have two exits (one behind the member of 
staff), glass vision panels, and preferably a desk between staff and client; 

# surveillance equipment, such as still-frame cameras or closed-circuit television 
systems. Although cameras are primarily an aid to the arrest and conviction of 
criminals, obvious surveillance equipment can act as a deterrent. However, 
cameras and video machines are only effective if they are of good quality and 
properly sited, serviced, maintained and operated. Managers should nominate a 
senior member of staff to ensure the equipment is in consistently good working 
order. Written records should be kept on site of all tests/checks on such equipment; 

# staff should be encouraged to test equipment so that they will feel confident in 
using it if and when it is necessary. 

This list is not exhaustive. Organisations should keep abreast of new 
developments. 



Access for visitors 



General precautions 



27 From time to time a variety of visitors - including inspectors, telephone engineers, 
security contractors, electricians, meter readers, and so on - will require access to 
local branches. Managers should ensure that staff identify visitors before access is 
provided to the private areas of the branch and, if necessary, supervise them. All 
visitors should be logged in and, particularly where it is impracticable to supervise 
visitors, it is imperative that they are logged off the premises. Organisations should 
also develop procedures for identifying and supervising these visitors which might, 
for example, require; 



• photograph identification cards; 

• confirmation of a visitor’s authenticity by a telephone call to the company 
concerned; 
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SECURITY POLICY: MANAGING THE RISKS 




• a constant escort for the visitor; 

• arrangements to ensure security systems and procedures are not exposed and, 
where practicable and appropriate, that items of value are secured and out of sight: 

® recommending that customers should be requested to remove crash helmets before 
entering a branch. 

Local authority health and safety inspectors 

28 Branch managers should make sure they are familiar with the airangements for 
liaising with local authority inspectors, which are described in paragraphs 29 to 31. 

29 A joint HSE and local authority liaison committee (known as HELA) has written to 
local authority health and safety inspectors explaining that local branch managers 
will generally be unable to discuss their security strategy in detail, or demonstrate 
or explain specific security devices; that many aspects of security policy are 
decided not at local or regional but at national level; and that local branch 
managers themselves may not be fully aware of the details. 

30 HELA recognises that detailed security matters should only be divulged to those 
who need to know them; and that too wide a knowledge of a security system 
defeats the object of that system, by destroying its integrity. There should be 
relatively few occasions on which local authority inspectors will need details of a 
branch’s security policy in order to satisfy themselves that the branch has a safe 
system of work, within the meaning of the HSW Act. 

31 However, if such enquiries are necessary, inspectors have been asked to deal with 
specified security contacts. The British Bankers’ Association and the Building 
Societies Association can supply further details. 

Union and staff association representatives 

32 Appointed safety representatives who are employees of the financial institutions 
concerned will, in consultation with management and staff, have access to their 
designated locations to satisfy themselves that security equipment is working 
properly and that relevant staff are trained in its use. 
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SUPPORT FOR STAFF AFTER A ROBBERY 


Reactions to robbery: 


33 


Each member of staff will experience a robbery differently and will cope with it 


how it can affect staff 




differently. Some staff will be relatively unaffected and exhibit little or no 
reaction, while others will have reactions of varying severity. Timing will also 
vary: some staff who appear unaffected immediately after the robbery will get 
delayed, reactions. Symptoms of distress are normal - it is the experience which is 
abnormal, not the person. 




34 


The individual staff member’s perception of the risk to themselves or others will be 
the main influence on the extent to which they become traumatised. Whether a 
weapon is real, imitation, or intimated is irrelevant - the issue is whether or not 
they experience an incident which is potentially life-threatening. 




35 


Even those absent at the time of the robbery can be affected by it. Some fee! guilty 
that they were not there to share the experience with their colleagues. Managers 
must recognise the complexity of reactions to robberies. 


Signs to look for 


36 


It is quite common for staff to show little reaction at work but to be severely 
affected in other environments. Short-term reactions to shock can include: 




• 


anger; 




• 


general mistrust of strangers and wariness of customers; 




• 


fear and anxiety attacks, largely connected to a fear of the robbery happening 
again. Fear of returning to work is a common reaction. Some may feel uneasy or 
anxious about continuing to work at the counter. There may also be the fear of 
recognition or of being followed by the robber; 




• 


feelings of helplessness, isolation, frustration, or even guilt; 




m 


loss of confidence, loss of concentration and sometimes loss of memory. Despite 
this, recall of the event itself will generally be vivid, and staff are likely to show 
signs of a need to talk about the experience; 




m 


physical symptoms might include sleeping difficulties, loss of appetite, trembling 
or outbursts of crying. 




37 


In the longer-term, anniversaries of a robbery often remind staff of the event and 
some staff may exhibit the same anxiety they experienced in the robbery’s 
immediate aftermath. 




38 


Some staff are so badly affected that the reactions persist, affecting both their 
personal and professional lives. The risk of such reactions developing can be 
reduced if staff are trained in security procedures and receive support immediately 
after the incident. 
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SUPPORT FOR STAFF AFTER A ROBBERY 


Types of support 


Initial response 

39 Staff who experience robberies should have a professional, sensitively 
conducted debrief as soon as practicable after the robbery. However, such 
discussion should not take place until all witnesses have been interviewed by the 
police and, where appropriate, made statements. This will avoid any suggestion 
that staff evidence may be tainted by group comparison and prevent the defence 
suggesting any possible collusion. Following police interviews a number of 
practical issues may need to be covered including: 

# a report on the progress of the investigation (including whether someone has 
been caught or charged); 

® the likelihood that staff will be involved in identification parades, or court 
appearances; 

@ what support is available to staff and how they can contact that support; 

# procedures for liaison with the media. 

40 Group debriefing can play an important part in the recovery process, although it 
is often difficult to assess the need for further, individual counselling. If 
conducted properly, the debriefing should give all those involved an opportunity 
to talk openly about their experience of the incident, express how they feel, and 
think constructively about what support they may want from family, friends and 
other staff. 

Counselling 

41 It is widely accepted within the industry that counselling should be made 
available in a positive way to staff who have experienced robberies and who 
need it. Tlie need for counselling can be indicated by a change in behaviour, 
such as making increased or unusual emors, insubordination, or an increase in 
disciplinary cases. Many victims are reluctant to admit to problems or needs, 
especially emotional needs, at work. Managers need to overcome this reticence, 
perhaps by ensuring that staff know that counselling is positively encouraged 
and that they will receive the support they need. Counselling is not the whole 
answer to the problem; support from management and peers can be as important to 
the recovery process. 

42 Particular attention should be given to staff who are away from the workplace, for 
any reason, immediately or shortly after a raid. These individuals will have missed 
the support of their colleagues which is so important in the early stages of recovery. 
Counselling should be made available to everyone, and organisations .should also 
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SUPPORT FOR STAFF AFTER A ROBBERY 

consider support for those not directly involved in the incident, for instance those 
working in back rooms, or away from the workplace at the time of the incident. 

43 Customers present at robberies can also be affected by the incident. If the 

organisation offers support to the customers, staff should be informed of what is 
available. Otherwise, customers could be informed about Victim Support (see 
paragraph 71) either by staff or by the police who will have details of the local 
scheme. 



44 Organisations, whether they use external or internal counsellors, should have a 
mechanism for accessing valuable management information relating to risk 
management which staff give to counsellors, without compromising the 
confidentiality of their interviews. 



45 Some employers may also choose to use internal staff as ‘peer counsellors’. This 
type of counselling is especially effective in changing an organisational culture to 
one which more fully appreciates the effects of robbery. However, peer 
counsellors need training in skills to deal specifically with these effects. They are 
not a substitute for having professionally trained counselling staff. 

46 Most importantly, a counselling service should be: 

0 independent and confidential, and for the benefit of staff; 

• tailored to the individual; 

^ distinct from any management debriefing session to discuss the events of the 
robbery. 

47 Picking the right people for the task is also crucial. Debriefers and counsellors 
need the following skills; 

• the ability to empathise and tolerate distress in others; 

• the capacity to be objective and calm; 

• the capacity to listen; 

• the ability to assess when it is appropriate to refer on to more skilled professions. 



48 It is not possible to specify for how long counselling will be necessary - this must 
depend on the needs and circumstances of the individual. 



Absence from work 
after a robbery 



49 A robbery will affect different staff in different ways. While it is generally 
preferable for staff to return to work, normal routines and contacts as early as 
possible, in some situations, absence from work might be necessary. Employers 
should take a common sense, flexible approach and treat each case on its merits. 
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POLICE LIAISON AND COURT PROCEDURES 




50 The manager, or nominated individual, should take immediate control of the 
situation and see that procedures are followed. Confusion and distress immediately 
after a robbery is normal, and staff and members of the public will be seeking 
leadership and support. The person in charge can help to reassure staff by 
explaining what action the police will probably take on their arrival. 

51 Contact the police, immediately it is safe to do so, with the following information: 
the identity of the caller; 

9 the location of the crime; 

• whether anyone has been injured; 

• a description of events; 

9 the number of offenders, whether any are still present and, if they have left, the 
direction of escape; 

• a brief description of the offenders and any vehicles used; 

• whether firearms or other weapons have been seen or used. 

If possible, leave the telephone line with the police open until they arrive, to 
maintain contact and enable instructions and information to be passed without 
delay. 

52 While waiting for the police to arrive, take the following basic measures: 

• preserve the scene and the evidence, as far as possible; 

O avoid touching anywhere the robbers may have left fingerprints, footmarks or 
other evidence; 

O do not touch any cameras, videos etc; 

• shut and lock outside doors and post a member of staff there to allow urgent access 
to the emergency services when they arrive; 

• discourage witnesses from leaving before the police have arrived and spoken to 
them, or take their names and addresses and give them to the police; 
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POLICE LIAISON AND COURT PROCEDURES 

• try to remember descriptions of the offender(s). Facial descriptions may be difficult 
if the offender(s) have used masks, but the following information will be helpful: 

O height; 

O build; 

O age; 

O gender; 

O ethnicity; 

O clothing; 

O footwear; 

O accent or speech; 

O name(s) used; 

O jewellery worn (rings, ear-rings, etc); 

O other distinguishing features (such as tattoos); 

O description of weapon(s); 

O vehicle(s) used and registration number(s). 

53 When the police arrive: 

# help them as much as possible; 

# reassure staff that their home addresses and telephone numbers need not be 
included in any written statements. Witnesses must give their names in statements 
but can quote the address of their branch or office rather than their home address. 
Addresses are not made available to defendants or their solicitors. However, in 
case police need to speak to members of staff and other witnesses outside working 
hours, and to reassure staff of the confidentiality of home addresses, they should 
give details of their home addresses separately, for entry somewhere other than in 
witness statements; 

# ask the police not to include sensitive security information (such as details of cash 
delivery systems) in witness statements. If the investigating officer considers such 
detail essential to the enquiry, they should agree it by reference to the most senior 
member of management or staff present, or to the head office security specialists. 
The relevant information should then be recorded separately and disclosed to the 
Crown Prosecution Service on a confidential basis; 

• make an inventory of stolen money or property and give it to the police as soon as 
possible; 

• discuss and agree arrangements for liaison with the media, which might include 
whether the organisation is to offer a reward for information which will lead to the 
arrest and conviction of the offenders. The arrangements might also include 
briefing on whether individual members of staff are authorised to talk to the press. 
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POLICE LIAISON AND COURT PROCEDURES 


Appearing as a witness 


Identification parade procedures 

54 If the police have a suspect, they may ask witnesses to attend an identification 
parade at a local police station. There are strict guidelines which govern the police 
on the conduct of parades. Nevertheless the police will do their best to reassure 
witnesses and ensure they feel sufficiently secure and composed, so that they can 
play their part fairly and effectively. 

55 Staff called as witnesses can take a friend or a member of family with them to the 
police station if they wish, although they cannot accompany the witness during the 
viewing of the parade. 

56 Identification parade procedures are followed strictly to ensure fairness to the 
suspect. The senior police officer in charge will explain the arrangements in detail 
and answer witnesses’ questions, providing they do not compromise the integrity of 
the proceedings. In Scotland the procedures are usually described on an 
information sheet issued to witnesses before the parade. 

57 A witness who has viewed the parade will be kept separately from any others 
waiting to take part, largely to avoid any allegations of collusion. Some police 
stations (including all stations in Scotland) are equipped with identification suites 
which use one-way glass, and avoid the need for direct contact between witnesses 
and suspects. 

58 Managers should: 

® ensure that staff know what to expect if they are to appear as a witness. Some staff 
will be apprehensive, perhaps because they fear coming into contact again with the 
suspects, or simply because the experience re-awakens memories of the robbery 
itself. Witnesses can visit a court, before their case is heard, to see the formalities 
and procedures at first hand. Most courts will allow this: your local police can give 
advice. Victim Support may also be able to help - see paragraph 7 1 . (Appendix 4 
lists some free leaflets which staff may also find helpful); 

® recognise that some staff will need extra support if they are involved in 

identification parades or court appearances. The police and courts recogni.se that 
the prospect of being a witness can be daunting. They listen positively and 
sympathetically to witnesses’ concerns and do their best to ensure that witnesses 
give their evidence properly and with composure. Nevertheless, financial 
institutions should consider providing counselling and support for staff involved in 
court appearances. They should also consider any staff who have resigned or any 
customers called as witnesses; 
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POLICE LIAISON AND COURT PROCEDURES 

• brief staff that they might get little warning of an identification parade or a court 
appearance. This is sometimes unavoidable: for example legal constraints on the 
detention of suspects mean that the police sometimes have to organise 
identification parades at short notice. 

59 Where organisations do not have the necessary resources, Victim Support can 
provide information on identity parades and court procedures and someone to 
accompany the victim/witness if requested. Victim Support is developing this 
service through court-based services in many Crown Court centres in England and 
Wales. The Witness Service offers infomiation and support before, during and 
after the trial and works in close liaison with local Victim Support schemes and 
criminal justice agencies. 

Court procedures: England and Wales 

60 As soon as the police have arrested any offenders for robbery and charged them 
with an offence, the case is handed over to the Crown Prosecution Service (CPS). 

61 CPS arranges for the accused person to appear first before a magistrates’ court 
which will decide whether or not they should be allowed bail or remanded in 
custody. The next stage is the ‘committal proceedings’ where the magistrates 
decide if there is a case to answer. If there is, the magistrates’ court will refer the 
case upwards for a Crown Court hearing. In some circumstances the magistrates 
hear evidence from witnesses in person, but this is fairly rare. After the 
‘committal’ stage a date is set for hearing the case at the Crown Court. If the 
accused pleads ‘guilty’, witnesses are not called, but a plea of ‘not guilty’ means 
that witnesses have to give evidence before a judge and jury. 

62 The timing and conduct of court proceedings is outside the control of the police. 
Any witness worried about the timing of a court appearance should contact the 
Witness Liaison Officer nominated by the police. 

63 Court ushers help witnesses when they arrive at court and ensure they are directed 
to waiting rooms and called to give evidence. The police officers involved in the 
case may also attend court to give evidence and, as far as it is proper, provide 
reassurance and support. Witnesses may read their statements to refresh their 
memories before giving evidence. 

Court procedures: Scotland 

64 In Scotland, as soon as the police have charged any offenders, they report the facts 
and circumstances of the case to the Procurator Fiscal, who makes any further 
decisions on court proceedings. 
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POLICE LIAISON AND COURT PROCEDURES 

65 Assuming the Procurator Fiscal decides that a court case is appropriate, he or she 
arranges for the accused to appear at the sheriff court. The seriousness of the case 
determines whether the case is heard by summary or solemn procedure. In either 
instance the case may subsequently be dealt with in the sheriff court but, in a very 
serious case, it is likely it will be referred to the High Court by way of solemn 
procedure. Bail may be applied for and granted or refused at the first or subsequent 
court appearances. 

66 The speed of progress through both systems is largely determined by whether or 
not a ‘guilty’ or ‘not guilty’ plea is entered, but witnesses are only required to 
attend court if a ‘not guilty’ plea is made and a trial is required. Witnesses will be 
notified of the requirement to attend, and will receive, together with their witness 
citation, a notice called ‘Note for Information of Witnesses’. This provides 
witnesses with all the information and advice they require. Witnesses will be 
expected to give evidence either in front of a sheriff, or sheriff and jury or, in the 
High Court, a judge and jury. This is likely to be some considerable time after the 
incident took place. 



67 Scots law allows for solicitors acting for an accused person to make appointments 
with, and interview witnesses to ascertain the facts. This is normal practice. 



68 Witnesses concerned about any aspect of a court appearance can discuss it either 
with the Procurator Fiscal’s office or the Senior Investigating Officer in the case 
concerned, who will liaise with witnesses. 



Hostages 



69 All police forces have contingency plans to deal with hostage and ransom demands. 
Experience confirms that a safe and successful outcome is more likely if the police 
are notified at the earliest possible opportunity. In Scotland, police have produced 
guidance notes for commercial organisations with advice on the formation of crisis 
management teams and on contact points for Police Liaison Officers in extortion or 
hostage cases. 



70 Financial institutions should discuss their own policies and procedures with a 
senior police officer before they are finalised, and review them periodically, in 
consultation with the police. 



Victim Support 



71 Victim Support is the national charity which provides support, practical help and 
information, particularly on the criminal justice system, to victims of crime in 
England, Wales and Northern Ireland: there is a separate Scottish organisation. 
The service is confidential and free. The addresses of the national offices are in 
Appendix 2. 
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PUBLIC RELATIONS AND MEDIA POLICY 



Developing a policy 



Hostages 



Liaison between the 
police and the media 



Rewards for 
information 



72 



73 



74 



75 



76 



77 



Organisations should have a clearly-defined public relations policy designed to 
protect employees, not least by safeguarding the confidentiality of security policies 
and procedures. Press involvement should be handled only by those trained to do 
so. Television programmes should be requested not to glorify any aspect of a 
robbery and not to disclose practical security matters, or the sums involved. 



7S 



Managers should know the policy and ensure all their staff are familiar with it, and 
their role in it. Some organisations have found it beneficial to designate specific 
staff to liaise with the media at national and local level. 



Responses to media coverage of any incidents involving security breaches needs to 
be strictly controlled. Media statements should be pre-determined and where 
possible presented in a positive way. 



Details of the incident and the methods used by the criminals should be kept to a 
minimum to limit the risk of ‘copy-cat’ crime. Conversely, infomiation on levels 
of arrest and conviction may help to discourage potential robbers and encourage 
employees to follow security policies and procedures. 



The public relations policy should include the response to incidents involving 
hostages. In these circumstances, it is generally in the victim’s best interest to seek 
a publicity blackout, and information should only be given out on a ‘need to know’ 
basis, even within the institution itself. Even after the incident it may be advisable 
to keep publicity to a minimum, partly to protect the victim, but also to avoid 
prompting similar attempts on other staff. 



Organisations should discuss with local police their general policy for liaising with 
the media and, in respect of specific incidents, should agree in advance the nature 
and timing of any statements. There must be/iJ/ liaison between the police and the 
organisation on this. 



Financial institutions may wish to consider offering rewards for information 
leading to the arrest and conviction of anyone stealing or attempting to steal their 
property. A well-managed reward policy can act as a deterrent to criminals and 
support other security and crime prevention policies. The police can advise on 
conditions, amounts and publicity. 






Page number 
18 

Printed image“cJigTtlsed by the University of Southampton Library Digitisation Unit 



Prevention of violence to staff in banks and building societies 



COMMUNICATION 

79 An effective robbery policy is highly dependent on good communication. Only by 
gathering information from all relevant departments and external sources can an 
organisation develop, monitor and evaluate its robbery policy. 

80 Incident reporting systems should be established so that staff can report suspicious 
occurrences, for instance being watched or followed leaving the premises, unusual 
or suspicious individuals on the premises etc. To be effective, such reports must be 
centrally collated and analysed. 

81 There are real benefits in consulting with staff who have experienced robberies, or 
their representatives. Not only do they have valuable information to share, but the 
act of being asked to contribute to improvements in the policy can also play a role 
in recovery. 

82 Figure 2 illustrates the two-way communication which is essential between and 
across departments and specialisms and, where appropriate, outside agencies. 



Personnel 




Figure 2 Communication 
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EDUCATIO N AND TRAINING 

Being prepared for a traumatic event lessens its impact. Training in robbery 
procedures and what to expect in the event of a robbery can in itself be an aid to 

recovery. 



84 A range of training should be available to staff, managers and any departments 
likely to be involved with those affected by robberies. The subjects to be covered 

should include: 



• employers’ and employees’ legal duties; 

• security awareness and procedures; 

• procedures during and after robberies; 

9 a basic understanding of the effects of crime and associated trauma, the needs of 
victims, and the value of peer support; 

^ the skills necessary to conduct effective debriefing after robberies and, for 
organisations which appoint in-house counsellors, counselling, 

• dealing with the media. 

85 Training for staff and managers on security awareness, robbery and post-robbery 
procedures should be practical and interactive. It should be available to everyone 
at branch level including part-time staff. 

86 Training needs should be monitored and reviewed regularly and training courses 
evaluated for their effectiveness. 





Security training 






87 Managers should ensure that staff are properly trained in security policies and 
procedures, and understand their importance. Training should include instruction 
on the use of surveillance equipment, and whether the system is largely automatic 
or manually operated. It should also include training to minimise false alarm 
activations. Assessment of security issues must be continuous and part of the 
management process involving staff. 

Personal security awareness 

88 Employers may wish to consider guidance to employees on personal security, 
which might include: 

• use of locks, chains and door viewers; 

• use of personal alarms, where appropriate; 

• routes from home to office; 

• the extent to which staff should make their names publicly available (tor example, 
within branches or on personal introduction cards). 
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EDUCATION AND TRAINING 

Managers and staff need training in how to respond to robberies for their own 
protection and that of their colleagues. This training should recognise that, 
under pressure, some staff forget the procedures taught them and simply act 
on their instincts. Training should emphasise the need for leadership skills 
and for someone appropriate (normally the manager, but it could also be the 
senior person present) to take charge of the situation and ensure that 
procedures are followed. During a robbery the safety of employees and 
members of the public is paramount. No action should be taken by 
employees during a robbery that will endanger themselves, their colleagues or 
customers. 



Awareness of trauma 
and its effects 



90 Any parts of the organisation which are likely to come into contact with staff who 
have experienced a robbery should be given basic training in the short- and long- 
term effects of trauma, and the need to provide support. 



Training for managers 
and debriefers 



91 The training needs of line and branch managers are similar to those of staff 
responsible for debriefing. For example, training should cover: 



# the need to respond quickly after an event and, for managers, to take charge of the 
situation; 

% how to recognise trauma, to acknowledge its emotional impact on staff; 



® the information and advice staff will require in the short- and long-term. 
(Debriefers should not overlook managers’ own needs); 



® how to recognise when the problem is outside their own capabilities, skills or 
experience or responsibility, and to whom they should refer the problem; 



® how to deal sensitively and constmctively with staff and encourage them to talk 
openly about the incident. 



Counselling training 



92 Some organisations choose to use their own personnel to provide an in-house 
counselling service rather than employ professional counsellors. Whether 
counsellors have a medical, personnel or line management background, it is 
essential they are given in-depth training from an appropriately accredited 
professional. This means someone who has a background in psychiatry, 
psychology, psychotherapy, counselling or social work, together with experience of 
working with the effects of crime or trauma. After training, the counsellors should 
also be supervised by a professional. 



93 The training needs of peer counsellors are similar. The part-time nature of peer 
counselling work still requires that the counsellor has adequate training, 
supervision and support. It is also useful for them to have information on local 
support services (Samaritans, Relate, Victim Support etc). 
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EDUCATION AND TRAINING 

Managers should ensure that their staff know the organisation’s public 
relations policy and procedures for briefing or responding to the media, 

including: 



• whether local staff can brief the media themselves, or whether they 
should refer all enquiries to a central contact; 

• what, if any, information can be given to the media, and how it should 
be presented. 
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Monitoring 



Management 
information on 
security issues 



Evaluation 



95 



Monitoring is essential to maintain and improve the effectiveness of any policy or 
system. It is as important to monitor post-robbery procedures (for example, to 
determine whether counselling services are meeting individual and organisational 
needs) as it is to monitor security policy (for example, to see whether a particular 
strategy has the effect of reducing the number of incidents). 



96 Two complementary types of monitoring might be appropriate: 



active systems monitor achievement of plans and the extent to which predetermined 
performance standards have been complied with; 



reactive systems monitor incidents. 



97 



Both systems generate management information on levels of performance. 
Effective systems for reporting, investigating, recording and analysing the data are 
necessary to support them. 



98 



Organisations with a number of branches that may be vulnerable to robberies 
should consider developing a management information system to record incidents 
and ‘near-misses’. Information likely to prove useful for internal monitoring and 
for police liaison is contained in the reporting forms drawn up by the British 
Bankers’ Association and the Building Societies Association. Copies are available 
from the Associations: their addresses are listed in Appendix 3. 



99 



Management information systems should also be designed to take account of 
relevant information volunteered by staff, particularly those who have experienced 
robberies. 



100 Employers should recognise that security is a non-competitive issue. It is in the 
best interests of the organisation and its employees for intelligence to be shared 
with other financial organisations, through the relevant trade associations. 



101 Information gained from monitoring systems should be analysed and evaluated 
regularly with the aim of: 



identifying common features or trends, or weaknesses or failures in performance, 
and their immediate or underlying causes; 



referring the results of evaluation to the level of management with the authority to 
initiate any remedial action, including organisational or policy changes. 
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APPENDIX 1: THE PRINCIPLES OF RISK ASSESSMENT 

1 Risk assessment is an employer’s implicit duty under the HSW Act, and the 
Management of Health and Safety at Work Regulations 1992 make these duties 
explicit. They require that employers undertake a systematic general examination 
of their work activity and record the significant findings of that assessment. 

2 Assessment is not a once-and-for-all activity; it should be monitored and reviewed. 
The nature of work changes, and the appreciation of hazards and risks may 
develop, perhaps as a result of specific incidents or ‘near-misses’. Reviews should 
be at regular intervals and should form part of standard management practice. 

J There are no general rules about how a risk assessment should be undertaken: it 

will depend on the nature of the organisation, or the individual branch, and the type 
of service offered. It should involve identifying all the hazards present in the 
workplace, whether they arise from the work itself (for instance, from electrical 
equipment, or from the layout of the premises) or from other, outside factors 
(including criminal activity), and then evaluating the extent of the risks involved, 
taking into account any precautions already in place. 

4 The process should be practical and should involve management, whether or not 
advisers or consultants deal with the detail. However, it should; 



• be systematic, and ensure all relevant risks are addressed, without concentrating on 
trivial risks at the expense of more important ones. It is sometimes helpful to look 
at risks in groups (like machinery, electrical etc) or to take an operation-by- 
operation, or chronological approach; 



address what really happens in the workplace, rather than what you think happens. 
Actual practice may differ from the instructions and this is often a route whereby 
risk creeps in unnoticed. Non-routine operations can also get overlooked, but need 
to be taken into account; 

ensure all groups of employees and others who might be affected are considered. 
Office as well as counter staff, night cleaners, maintenance workers, security 
guards, visitors and customers may all be relevant; 

identify groups of workers who may be particularly at risk. This might include 
newly-recruited staff, or young or inexperienced workers; 

take account of existing preventive or precautionary measures. Are they working 
properly? Does action need to be taken to ensure they are maintained? 

The level of detail in a risk assessment should be broadly proportionate to the risk. 
The aim should not be to catalogue every trivial or every-day hazard; nor are 
employers expected to anticipate hazards beyond the limits of current knowledge. 
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6 Organisations with large numbers of similar branches may produce a basic ‘model’ 

risk assessment reflecting the core hazards and risks associated with their activities. 
However, each workplace may need to adapt the model to their own circumstances, 
to take into account the particular hazards and risks in their own premises. 
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APPENDIX 2: COMPENSATION AND VICTIM SUPPORT 


Compensation 


1 The Criminal Injuries Compensation Scheme is intended to compensate victims of 

violent crime and particularly those who are seriously injured. Awards are not 
made below £1000 and must normally be submitted within three years of the date 
of the incident giving rise to the injury. Details are available from Citizens’ Advice 
Bureaux and Victim Support, who can also help with completion of application 




forms. 



2 A guide to the scheme is available from: 

Criminal Injuries Compensation Board 

Blythswood House 
200 West Regent Street 
GLASGOW G2 4SW 
Tel: 041 221 0945 

The criminal and civil courts can also make compensation orders. 



Victim Support 



3 The police can put you in contact with your local Victim Support scheme. 
Alternatively, you can contact them yourself at the addresses below. 



In England, Wales and Northern Ireland: 



Victim Support 

National Ojfice 
Cranmer House 
39 Brixton Road 
London SWP 6DZ 
Tel: 071 735 9166 

In Scotland: 

Victim Support Scotland 

14 Frederick Street 
Edinburgh EH2 2HB 
Tel: 031 225 8233 
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APPENDIX 3: COMMITTEE MEMBERSHIP 


■ lO' ' 


The committee formed to write this guidance included representatives of the 
following organisations: 

Association of Chief Police Officers 

Banking, Insurance and Finance Union (BIFU) 

Shejfield House 
lb Amity Grove 
Raynes Park 
London SW20 OLG 
Tel: 081 946 9151 

British Bankers’ Association 

10 Lombard Street 
London ECS 9EL 
Tel: 071 623 4001 

The Building Societies Association 

3 Saville Row 
London WIX lAF 
Tel: 071 437 0655 

Home Office Crime Prevention Centre 
Manufacturing, Science and Finance Union (MSF) 

Piper Hastings & Co Ltd 

Organisational Consultancy 
42 Colebrooke Row 
London N1 8AF 
Tel: 071 704 6432 

The Suzy Lamplugh Trust 

14 East Sheen Avenue 
London SW14 8AS 
Tel: 081 392 1839 

Victim Support 

Cranmer House 
39 Brixton Road 
London SW9 6DZ 
Tel: 071 735 9166 



■ ” ’ \ Page number 

■ . ' .V ■ ■ ■ ■ . 27 

Printed image digitised by the University of Southampton Library Digitisation Unit 



Prevention of violence to staff in hanks and building societies 





APPENDIX 4: REFERENCES 


Research material 


1 The following research materials were referenced for the preparation of this 

document. The UK research involved surveys covering a total of over 3200 
employees in the financial sector. 




Brom, D and Kleber, RJ (1989) Prevention of post-traumatic stress disorders 
Journal of Traumatic Stress 2 (3) 334-351 




Lane, DA, Woolfe, R, k {\990) Raids and trauma 

Birmingham Midshires Building Society, London, Professional Development 

Foundation 




Staff research on trauma in the workplace 
Leeds Permanent Building Society (1991), Leeds 




Piper Hastings (1992) Training and post-raid provision in the financial sector. 

An independent review of current policies and research to assist in the development 
of the HSE Guidance on bank and building society robberies. This was to identify 
best practice across the industry and Piper Hastings developed the necessary 
management model for an integrated policy. 


General 


2 Personal Safety: a training manual for trainers, by Chris Cardy in conjunction 

with the Suzy Lamplugh Tmst, Gower Publications Ltd (1992). 


HSE guidance on 
violence at work 


3 HSE has published a number of guidance booklets to help employers fulfil their 

legal duty to prevent foreseeable risks of violence at work. The most general of 
these is Violence to staff IND(G)69{L). Deliberately wide-ranging in scope, this 
booklet deals with a large spectrum of problems, including verbal abuse and 
threats. It sets out a seven-point plan for identifying and dealing with incidents and 
is a useful supplement to the more specific guidance in this booklet. It is available 
free by mail order from HSE Books, PO Box 1999, Sudbury, Suffolk CO 10 6FS. 
(Tel: 0787 881165 or Fax: 0787 313995). 


Court procedures 


4 A free Home Office leaflet. Witness in Court, outlines court procedures in 

England and Wales. It is available from police stations. 




5 Staff who are called as witnesses in Scotland may find it helpful to read free 

Scottish Office leaflets No. 16 Scottish Courts and No. 27 Criminal Justice. They 
are available from the Scottish Office, St Andrew’s House, Edinburgh EHl 3DG. 
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